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DHHSISSUES FINAL
SECURITY STANDARDS

On February 20, 2003the Secretary (Secretary) of
the United States Department of Health and
Human Services (DHHS) pulished the final
seaurity  standards (the  Seaurity  Rule)
implementing the seaurity requirements of the
Hedth Insurance Portability and Accourtability
Act of 1996 (HIPAA). The Security Rule
mandates national standards for the integrity,
confidentiality and availability of electronic
proteded heath information. Compliance with
the Seaurity Rule generally is required by
April 20,2005 @ April 20, 2006for small health
plans (i.e., thase with annual receipts of $5 million
or lesg. The Preamble to the Seaurity Rule,
however, indicates that the compliance date is
April 21, 2005, and April 21, 2006 for small
hedth pans.

Although the Seaurity Rule gplies to covered
entiti es as defined by the Standards for Privacy of
Individually Identifiable Health Informationisaue

d under HIPAA (the Privacy Rule), the scope of
the Seaurity Rule is more limited than the Privacy
Rule. The Seaurity Rule only applies to PHI
transmitted or maintained in eledronic form and
contains no standards for proteding heath
informationin noneledronic forms. Importantly,
however, the Seaurity Rule does not distinguish
between either: (1) the movement of data within
the @vered entity and the movement of data
between the cvered entity and ahers, or (2) data
in transmisson and chta & rest (i.e., in storage or
memory). All such datais subjed to the Security
Rule.

CHANGESFROM THE PROPOSED
SECURITY RULE

The Seaurity Rule builds uponthe propased rule
published on August 12, 1998, though with some
important differences.

First, the Seaurity Rule is more *“techndogy-
neutral” than the proposed rule. This neutrality
reflects both DHHS' concern that the seaurity
requirements be “scalable” to covered entities of
varying sSizes, budgets and organizational
sophisticaion and its recognition d the impaa of
the rapid pace of techndogicd change.

Sewmnd, the Seaurity Rule places greater emphasis
on flexibility, which gives covered entities more
leawvay in determining how to comply. “Covered
entities may use ay seaurity measures that allow
the avered entity to reasonably and appropriately
implement standards and  implementation
spedficaions as gecified in this subpart.” The
downside to this flexibility, of course, is that a
covered entity may not always be cetan that it
has met the Seaurity Rule requirements. DHHS
has pledged to isaue further guidance.

Third, the Seaurity Rule no longer requires chain
of trust agreements. They have been replaced by a
requirement that business assciate @ntrads
required by the Privacy Rule ontain certain
provisions that obligate the business associate to
seaure dedronic PHI that it creates or maintains
on behalf of the mvered entity in the same manner
asthe mvered entity.

Finaly, the regulation d eledronic signatures has
bean eliminated from the Seaurity Rule. DHHS
intends to isue a separate rule with resped to
eledronic signatures.
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GENERAL STRUCTURE OF THE
SECURITY RULE

The Seaurity Rule is gructured as. (1) a set of
genera requirements, (2) a series of articulated
standards, and (3) a series of implementation
speaficaions designed to meet the standards.

The General Requirements.

The general standard set forth under the Seaurity
Rule requires that covered entities:

* Ensure the @nfidentiality, integrity and
avail ability of al eledronic PHI that it creates,
receves, maintains or transmits.

* Proted against any reasonably anticipated
hazards.

* Proted against any reasonably anticipated uses
or disclosures that are neither permitted na
required urder the Privacy Rule.

* Ensure compliance with the Seaurity Rule by
itsworkforce

The Articulated Standards.

To med these genera requirements, eat covered
entity must med clearly articulated standards in
the aeas of administrative, physicad and technical
safeguards. There ae 22 standards in the Seaurity
Rule (four of which are not listed in Appendix A
of the Seaurity Rule).

HMSC Observation. The Privacy Rule requires
covered entities to implement “appropriate
administrative, technical and plysical
safeguards’ to protea PHI in dl forms. This

requirement generally takes effect April 14, 2003.

Thus, while compliance with the Seaurity Rule
generally is not required urtil much later, the
processes outlined in the Seaurity Rule will be
useful to gude wvered entities in determining
how best to comply with the seaurity provisions of
the Privacy Rule.

The Il mplementation Specifications.

The implementation spedfications st forth what
covered entities adually must do to med the
standards. Importantly, the implementation
spedficdions come in two varieties: “required”
and “addressable.” Required implementation
spedaficaions are, as the name implies, an action
or undertaking that a cvered entity must take to
comply with the articulated standard.

Addressable spedficaions represent steps that
covered entities must consider, bu need na
implement. The wvered entity must make a
reasonable determination whether, given its
circumstances, the spedficaion set forth in the
Seaurity Rule shoud be implemented, or whether
an equivaent dternative measure shoud be
implemented. The factors that a wvered entity
may consider in making this determination are:

e its g8ze, complexity and aganizationd
cgpabiliti es,

e jtstechnicd infrastructure,
* the wmstsinvoved, and

» the probability and criticdity of the risks to
PHI that are involved.

It is concevable that a wvered entity could
reasonably determine that no implementation step
isrequired. Onceit readhes a cnclusion abou the
speafication, the avered entity must document in
writing (including eledronic formats) its dedsion
nat to implement the addr essable implementation
spedficdion, the rationale for that dedsion and
the dternative safeguard it chose to implement.

The requirements =t forth in the standards and
implementation spedficaions are wnsidered to be
a “floor” for securing eledronic PHI. Covered
entities and their business aswciates, of course,
are free to implement stricter, more stringent
protedive measures for any of the standards.
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HMSC Observation. Note that the Seaurity Rule
does nat include implementation spedfi cations for
evey standad and,in some @ses, there are only
required or addressable implementation spedfica-
tions. These implementation spedfica-tions offer
welcome flexbility for Seaurity Rule compliance
by oovered entities, bu also create some
uncertainty abou whether any particular searity
effort isadequae.

ADMINISTRATIVE STANDARDS
AND IMPLEMENTATION
SPECIFICATIONS

Security M anagement Process Standard.

A covered entity must implement podlicies and
procedures to prevent, deted, contain and correct
seaurity violations to €liminate or minimize
potential risks or vulnerabilities. DHHS notes that
covered entities have flexibility to implement this
standard based on numerous fadors, such as sze,
degreeof risk and environment.

The required implementation spedfications for
this gandard require acovered entity to:

e Conduwt an acarate and thorough assessment
of patentia risks and vdnerabilities to the
confidentiality, integrity and availability of
eledronic PHI.

* Implement seaurity measures sufficient to
reduce risks and vunerabiliti es to a reasonable
and appropriate level as required by the
Seaurity Rule.

* Apply appropriate sanctions against workforce
members who fail to comply with the covered
entity’s security palicies and pocedures.

* Implement procedures regularly to review
reqords of information system adivity (such as
audit logs, accessreports and security incident
tradking reports).

HMSC Observation. This dandad sets the
baseline for a covered entity's entire compliance
program under the Seaurity Rule. It requires
evey vered entity to undertake a risk
asesgnent andrisk andysis that shoud gude the
coveed entity's compliance dforts. In
determining what seaurity measures are
reasonade and appopriate to implement, the
covered entity will have to continuously return to
those basdine risk assssnents in  adoping
appropriate levds of seaurity are required and
what steps need to be taken to reach those levels.

Assigned Security Responsibility Standard.

A covered entity must identify a seaurity official
resporsible  for the development and
implementation o the vered entity’s saurity
pdicies and procedures. The seaurity officia’s
resporsibilities would include: (1) the use of
seaurity measures to proted eledronic PHI, and
(2) the mnduct of personnel in relation to the
protedion d electronic PHI. The Seaurity Rule
requires the designation d a single security
official to ensure acourtability within each
covered entity. In larger organizations, more than
one individua may be given spedfic seaurity
resporsibiliti es, bu a single individual must have
fina resporsibility for the seaurity of eledronic
PHI.

Workforce Security Standard.

A covered entity must implement podlicies and
procedures to ensure that al members of its
workforce have gpropriate access to eledronic
PHI and to ensure that workforce members
withou authorization and/or supervision do no
have such access To implement the workforce
seaurity standard, the addr essable implementation
spedficaions are to:

* Provide for proper authorization andor
supervision d workforce members who work
with eledronic PHI or in a locaion in which
eledronic PHI may be accessd.
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e Determine that the acess of workforce
membersto eledronic PHI is appropriate.

* Terminate access to eledronic PHI when a
workforce member is terminated o when
aess to eledronic PHI by such member is
determined to be inappropriate (e.g., changing
combination locks, removing the member from
acacess lists, eliminating the user’s acourt or
requiring relinqushment of keys, tokens or
cadsthat alow aacesy.

DHHS explains that these implementation
spedficaions are addressable because, in certain
circumstances, forma procedures may not be
necessary, such as for a solo physician whose
entire staff consists of the physician and his or her
spouse.

HMSC Observation. Instead d the proposed
rule’s requirement to oltain background checks
on workforce members, the Security Rule now
includes an ogiond screening process the ned
and exent for such process is based upon a
covered entity’s assessment of risk, cost, benefit
and feasibility, as well as on the protedive
measures already in pace.

I nfor mation Access M anagement Standard.

A covered entity must implement podlicies and
procedures for authorizing access to eledronic
PHI. These pdlicies and procedures must define
the levels of accessfor all personnel authorized to
aacesseledronic PHI and hav accessis granted or
modified.

The required implementation spedfications for
this dandard provide that if a hedth care
cleainghouse is part of alarger organization (that
is not a overed entity), the larger organization
must asaure that the hedth care dearinghouse
function hes instituted measures to ensure that
eledronic PHI that it processs is not improperly
aaces=d by unauthorized persons or other entities,
including the larger organization. Internal
eledronic communicaion within the larger

organization will not be mvered by the Security
Rule if it does not invove the hedth cae
cleainghouse.

The addressable implementation spedficaions
cdl for implementing padlicies and procedures.

» For granting accessto eledronic PHI.

e That establish, dacument, review and modify a
user’s right of access to a workstation,
transadion, rogram or process

Security Awareness and Training Standard.

A covered entity must implement a security
awareness and training program for all workforce
members, including management. Covered
entities only are required to provide training to
workforce members who have acessto electronic
PHI. Businessassciates, however, must be made
aware of security palicies and pocedures, whether
through contrad language or other means.

The addressable implementation spedficaions
with resped to seaurity awareness and training
are:

* Periodic seaurity updates.

* Procedures for guarding against, detecting and
reporting malicious ftware.

* Procedures for monitoring log-in attempts and
reporting discrepancies.

* Procedures for creding, changing and
safeguarding passwvords.

HMSC Observation. DHHS intends that the
Seaurity Rule training will be integrated with the
covered entity’s overall training program, such as
the training required by the Privacy Rule and
other laws. The amourt andtype of training is to
be determined by the mvered entity and depends
on the @vered entity’s configuration andseaurity
risks. For example, pamphlets or copies of
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seaurity palicies may be sufficient training for an
individud who ony will have accessto eledronic
PHI on ashort-termbasis.

Security | ncident Procedures Standard.

A covered entity must implement podlicies and
procedures to address ®aurity incidents. The
covered entity’s information environment will
determine what spedfic action constitutes a
seaurity incident, the spedfic proceses for
documenting a seaurity incident, what shoud be
included in such documentation and the

appropriate resporse.

The mvered entity also must identify and respond
to suspeded o known security incidents and
mitigate the harmful effeds of known seaurity
incidents to the extent pradicable. All security
incidents and their outcomes must be documented.

HMSC Observation. Covered entities can take
comfort that the Seaurity Rule does nat require
any seaurity incident reporting to entities outside
of the wmveed entity. Of course, it may be
necessary to report such seaurity incidents in
order to comply with apgicable business padlicies
or other apdicable laws.

Contingency Plan Standard.

Covered entities must establish (and implement, as
needed) policies and procedures for respondng to
an emergency or to occurrences that damage
systems houwsing e€edronic PHI. Such
contingency plans are viewed as the only way to
proted the availability, integrity and security of
data during unexpeded negative events, such as
the events of 9/11/01, fires, vandalism, system
fallures and natural disasters. DHHS nates that
contingency plans may be wmplex or simple
depending on the nature and configuration d the
entity designing it.

The required implementation spedfications for
this gandard include having:

* A data back-up dan, consisting of procedures
to crede and maintain the aility to retrieve
exad copies of electronic PHI.

* A disaster recovery plan, which consists of
establishing (and implementing, as neeled)
procedures to restore any lossof data.

* An emergency mode operation dan, which
consists of establishing (and implementing, as
nealed) procedures to enable the cntinuation
of critica businessprocesses for protecting the
seaurity of electronic PHI while operating in
emergency mode.

The addressable implementation spedficaions
for this gandard include:

* Implementing procedures for periodic testing
andrevision d contingency plans.

» Having applicaions and dita aiticdity
analysis, which consist of asssding the
relative criticdly of spedfic goplicaions and
data in suppat of other contingency plan
comporents.

Evaluation Standard.

Under this dandard, covered entities must perform
technicd and na-technical evaluations
periodicdly to establish the ectent to which their
seaurity policies and procedures comply with the
Seaurity Rule.

HMSC Observation. No implementation spedfi-
cations are indcated for this dandad. The
Preamble darifies that ewaluations can e
performed by an externa entity or by a covered
entity’s own workforce.  DHHS will not create
certification criteria bu encourages professond
asciations to do so. Additiondly, DHHS will
not certify any seaurity software or off-the-shelf
produwcts, bu suppats the work of the Nationd
Institute of Standads and Tedindogy (NIST),
which is working towards that end. Covered
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entities are encouraged to monitor the activiti es of
NIST, which are described at http://nii.nist.gov.

Business Associate Contracts and Other
Arrangements Standard.

The wncept of chain of trust agreements <t forth
in the propased rule has been abandored. Instea,
uncder the Seaurity Rule, a a@vered entity can
alow a business asxciate to create, receve,
maintain or transmit eledronic PHI on its behalf
as long as the cvered entity receves satisfadory
aswurances that the business associate will
properly safeguard the information. If a @vered
entity violates the satisfactory asaurances it gives
as abusinessasxciate of anather covered entity, it
will bein violation d the Seaurity Rule.

1. Exceptions. This gandard daes not
apply to transmisgons of electronic PHI:

* By a overed entity regarding the treatment of
an individual to a hedth care provider.

* By a group hedth pan, HMO or hedth
insurance isuer on kehalf of a group hedth
plan to a plan sponsor.

* From or to ather agencies providing asgstance
with hedth pan eligibility or enrollment
determinations or with the olledion d PHI
when the covered entity is a hedth plan that is
a government program providing pubic
benefits.

2. Documentation. The required
implementation spedficaions for this gandard
require documentation o specific, required
satisfadory aswurances in a written contrad or
other arrangement with the businessassociate. As
in the Privacy Rule, if the covered entity is aware
of a pattern of adivity or pradice by a business
asociate that is a material breach or violation o
the business aswciate’s obligation undr the
contrad or other arrangement, the covered entity
isin violation d the Seaurity Rule unlessit takes
ressonable steps to cure the breach o end the

violation. If such steps are unsuccesdul, the
covered entity must terminate the ontract (if
feasible) or reports the problem to the Seaetary of
DHHS (if terminationis naot feasible).

The ontract between the business asociate and
the covered entity must provide that the business
asociate will:

Implement administrative, physical and
technicd safeguards that reasonably and
appropriately proted the nfidentiality,
integrity and avail abili ty of the dectronic PHI
that the business assciate creates, receves,
maintains or transmits on kehalf of the covered
entity.

e Ensure that any agent, includng a
subcontrador, to whom it provides sich
information agrees to implement reasonable
and appropriate safeguards to proted it.

* Repot to the mvered entity any seaurity
incident of which it becomes aware.

* Authorize termination d the ntract by the
covered entity, if the amvered entity determines
that the business associate has violated a
material term of the contract.

DHHS has indicaed that it will consider
developing sample ontract language & it
develops guidelines on the Seaurity Rules.

HMSC Observation. Although compliance with
the Seaurity Rule is not required for some time,
some @vered entities are incorporating these
provisions now into business associate ntracts
required by the Privacy Rule.

3. Other Arrangements. Asin the Privacy
Rule, there ae drcumstances when these business
asociate agreanent requirements are more
relaxed. For example, when a covered entity and
its business aswciate ae both governmental
entities, it is sufficient for the covered entity to
enter into a memorandum of understanding with
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the business associate that provides the required
satisfadory asaurances, or if other law contains
requirements applicable to the business associate
that acaompli sh thase objedives.

Addtionaly, if abusinessassociate is required by
law to perform afunction a adivity on behalf of a
covered entity, or to provide aserviceto a overed
entity that is encompassed by the definition d a
business asxciate, the cvered entity can alow
the business associate to crede, recave, maintain
or transmit eledronic PHI on behalf of the mvered
entity as necessry to comply with that law
withou meding the implementation speaficaions
noted abowve, so long as the mvered entity triesin
good faith to oltain the necessary satisfactory
aswurances and dacuments its attempts and why
such asaurance canna be obtained. Finaly, the
covered entity nead na obtain authorization to
terminate such aher contract or arrangement if
doing so is inconsistent with the statutory
obligations of the wvered entity or its business
associate.

Group Health Plan Standard.

A group redth plan generaly must ensure that its
plan dacuments require the plan sporsor to
ressonably and appropriately safeguard eledronic
PHI created, received, maintained o transmitted
to o by the plan sporsor on lkehaf of the group
hedth pan. Exceptions are permitted when the
only electronic PHI disclosed to a plan sporsor is
for purposes permitted undx the Privacy Rule
(i.e, PHI consisting of summay hedlth
information is dared to oltain premium bids; to
modify, amend or terminate agroup hedth pan;
or to determine the erollment or disenrollment
status of an individual) or is disclosed pusuant to
an authorization. DHHS notes that “because the
purpose of the security standards is in part to
reinforce privacy protections, it makes Ense to
align the organizational pdlicies’ of the privacy
and seaurity rules.

The required implementation spedfications for
this dandard are similar to those in the Privacy

Rule and cdl for amending goup hedth plan
documents to include provisions requiring the plan
sporsor to:

 Implement administrative, physica and
technicd safeguards that reasonably and
appropriately proted the nfidentiality,
integrity and avail abili ty of the dectronic PHI
that it credes, receives, maintains or transmits
on kehalf of the group hedth plan.

 Ensure that the alequate separation o
eledronic PHI required between the group
hedth plan and the plan sporsor is suppated
by ressonable ad appropriate seaurity
measures.

* Ensure that any agent, includng a
subcontrador, to whom it provides this
information agrees to implement reasonable
and appropriate seaurity measures to proted
the information.

* Report to the group hedth pan any seaurity
incident of which it becomes aware.

PHYSICAL STANDARDS AND
IMPLEMENTATION
SPECIFICATIONS

Facility Access Controls Standard.

Covered entities must implement padlicies and
procedures to limit physical access to their
information systems and the facility or fadliti esin
which they are housed, while ensuring that
properly authorized access is alowed. The
implementation spedficaions for this gandard are
all addressable andinclude:

» Contingency operations, which cal for
establishing (and implementing, as needed)
procedures that allow for facility access in
suppat of restoration o lost data under the
disaster recovery plan and emergency mode
operations plan in the event of an emergency.
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« A fadlity seaurity plan, which cdls for
implementing podicies and pocedures to
safeguard the fadlity and the eguipment inside
of it from unauthorized physica access
tampering and theft.

» Access control and vaidation pocedures,
which cdl for implementing procedures to
control and validate a person’s access to
fadlities based on their role or function,
including visitor control and control of access
to software programs for testing and revision
purposes.

* Maintenance records, which cal for
implementing pdicies and pocedures to
document repairs and modificaions to the
physicd comporents of a fadlity which relate
to seaurity (e.g., hardware, walls, doas and
locks).

HMSC Observation. It isimportant to recognze
that a covered entity is resporsible for facility
seaurity with resped to proteding eledronic PHI,
evan when it only leases the premises housing
such PHI. This duty will require @ordination
with landords andor other tenaris. A covered
entity also is resporsible for exXending seaurity
standards to members of its workforce whereve
theymay be working (e.g., & home or off-site), not
just on-site.

Workstation Use Standard.

This gandard requires covered entities to
implement poalicies and procedures that specify the
proper functions to be performed, hav those
functions are to be performed and the physicd
atributes of the surroundngs of a spedfic
workstation a class of workstations that can
aacesseledronic PHI.

Workstation Security Standard.

Under this dandard, covered entities must
implement physicd  safeguards for  all

workstations that can access €ledronic PHI.
Accessmust be restricted to authorized users.

Device and M edia Controls Standard.

A covered entity must implement podlicies and
procedures that govern the recept and remova of
hardware axd eledronic media that contain
eledaronic PHI. The standard applies to the recept
and removal of devices and media into and ou of
a fadlity and the movement of these items within
afaality.

The required implementation spedfications are to
implement palicies and procedures:

» For the disposal of devices and media that
contain eledronic PHI. A devicethat contains
or uses removable media may be subed to
this implementation spedfication in that such
removable media must be removed prior to
disposal of the device

e For the removal of dedronic PHI from
eledronic media before that media is made
avail able for re-use.

The addressable implementation spedficaions
areto:

 Maintain a record o the movements of
hardware and eledronic media and any person
resporsible for the movement.

* Crede aretrievable, exad backup d electronic
PHI, when needed, before movement of
devices.

HMSC Observation. While some covered entities
already have pdlicies and pocedures on the
removal of eledronic andor other PHI from the
covered entity’s premises, sign-in and sign-out
logs, back-up copies of electronic PHI, disk
erasure and had drive deansing pdicies are
likdy to become more coomnongace.
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TECHNICAL STANDARDSAND
IMPLEMENTATION
SPECIFICATIONS

Access Control Standard.

A covered entity must implement tedhnical
poicies and pocedures that alow aaess to
information systems or related software containing
eledronic PHI only to persons granted access
rights as gecified in the information aacess
management standard detail ed above.

The required implementation spedfications for
this dandard are to:

 Assgn a unique name axdor number for
identifying and trading user identity.

» Establish and implement as needed procedures
for obtaining necessary eledronic PHI during
an emergency.

The addressable implementation spedfications
for this gandard are to implement:

» Eledronic procedures that terminate a
eledronic sesson after a predetermined time
of inadivity.

* A medanism to encrypt and decrypt
eledronic PHI.

Audit Controls Standard.

A covered entity must implement hardware,
software and/or procedura medhanisms that
record and examine adivity in its information
systems that contain o use dectronic PHI.
Eledronic “audit trails’ will suffice, bu DHHS
cautions that these audit trails doudd na be
viewed as automatically satisfying the Privacy
Rule's acourting requirement for certain
disclosures outside of a vered entity.

I ntegrity Standard.

A covered entity must implement podlicies and
procedures to proted eedronic PHI from
improper dteration a  destruction. The
addressable implementation spedficaion to this
standard is to implement eledronic mechanisms to
corrobarate that electronic PHI has not been
atered or destroyed in an unauthorized manner.

Person or Entity Authentication Standard.

A covered entity must implement reasonable and
appropriate proceduresto verify the aithenticity of
a person a entity seeking access to electronic
PHI.

HMSC Observation. This dandad may be met
by the use of electronic signaures althoughsuch
useisnot required.

Transmission Security Standard.

A covered entity must implement technica
seaurity measures to guard against unauthorized
aacessto eledronic PHI that is being transmitted
over an eledronic communicaions network.
Eledronic PHI that is being transmitted orly
nedals to be protected in a manner commensurate
with the asciated risk. For example, encryption
may be @propriate for transmisson owr the
Internet.

The addressable implementation spedficaions
for this gandard are to implement:

* Seaurity measures to prevent eledronicaly
transmitted eledronic PHI from being
improperly modified withou detedion uriil
disposal.

e A medanism to encrypt eledronic PHI
whenever deemed appropriate.
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HMSC Observation. The proposed rule's
transmisson seaurity standads relating to
alarms, audt trails, entity authentication and
evat reporting d electronic transmissons have
been deleted. Although no paticular or minimum
encryption standad is edfied in the Seaurity
Rule, the nead and levd of encryption (as
determined by the overed entity) shoud be
reasonalde and appopriate for the drcumstances.
If a covered entity determines that encryption is
nealed, the encryption shoud apgy to dl data,
whether during transmisson a while stored in
memory.

ORGANIZATIONAL STANDARDS AND
IMPLEMENTATION SPECIFICATIONS

Health Care Component Standard.

The Seaurity Rule darifies that the standards and
implementation spedficaions apply only to the
hedth care mmporents of a hybrid entity. In this
regard, the Seaurity Rule tracks the Privacy Rule.
Covered entities that are pat of larger
organizations (that are naot themselves covered
entities) must ensure that eectronic PHI
maintained by the covered component is saure
from unauthorized accessby the other parts of the
larger organization, as if the hedth care
comporent and the other comporents of the larger
organization were separate and dstinct lega
entities.

Affiliated Covered Entities Standard.

The Seaurity Rule dso applies to affiliated
covered entities (ACEs). An ACE that performs
multiple cvered functions, including health cae
cleainghouse functions, must ensure that the
hedth cae dearinghouse @mporent adopts
palicies and procedures to protect the dectronic
PHI of the hedth care dearinghouse from
unauthorized aacess by the other comporents.
Eadch covered comporent must comply with the
seaurity standards applicableto its respedive

covered function (i.e., hedth care provider, health
plan o hedth care dearinghouse).

OTHER STANDARDS

Policies and Procedur es Standard.

Covered entities must implement reasonable and
appropriate policies and pocedures to comply
with the Seaurity Rule. Changes to a wvered
entity’s palicies and procedures may occur at any
time & long as such changes are documented and
implemented in acordance with the Seaurity
Rule.

Documentation Standard.

Covered entities must maintain in written form
(which may be dedronic) the pdicies and
procedures they have aloped to comply with the
Seaurity Rule.  Any adion required to be
documented by the Seaurity Rule dso must be
maintained in written form (which also may be
eledronic). The documentation must be detail ed
enowgh to communicae the security measures
taken and to facilitate periodic evaluations of a
covered entity’s compliance with the Seaurity
Rule's periodic evaluation standard (discussed
abowe).

The threerequired implementation spedfications
are that:

* The documentation must be retained for six
yeas from the date of its credion a the date it
went into eff ect, whichever islater.

* The documentation must be avail able to those
persons resporsible for implementing the
procedures to which the documentation
pertains.

* A covered entity must periodicdly review its
documentation and updite it as needed in
resporse to changes affeding the seaurity of
eledronic PHI.
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GENERAL CONSIDERATIONS

Preemption.

Although the Security Rule does not address
preemption, the Preamble to the Security Rule
references the statutory preemption provisions in
HIPAA. Based on those provisions, the Security
Rule will preempt any contrary state law except
for limited exceptions determined by the Secretary
of DHHS or mandatory state health plan reporting
laws. State or federa laws that provide for more
stringent security procedures that are not contrary
to the Security Rule are not preempted, and a
covered entity must comply with such state and
federa laws.

HMSC Observation. The Preamble discusson d
preemption indicates that DHHS seems to believe
that the scope of the Seaurity Rule’s preemption o
state law is greater thanthat of the Privacy Rule.

K ey Definitions.

The Security Rule has added some useful
definitions from the proposed rule and rearranged
where other definitions appear.  Some key
definitions of the Security Rule are:

Electronic Media includes any electronic storage
device, such as hard drives or any removable
digital memory medium. Electronic media also
includes transmission media used to exchange
information aready in electronic storage media.
Examples are the Internet, extranets, private
networks and the physica movement of
removable electronic storage media. Electronic
media does not include facsimiles or voca
telephone  communications  because  the
information being exchanged is not in an
electronic form before transmission.  Video
conferencing and voice mail messages also are not
included in the definition of electronic media. On
the other hand, telephonic voice or keypad
response faxback systems (i.e, a request for

information from a computer made by voice or
telephone keypad input with the requested
information returned as a fax) are electronic
media.

Electronic Protected Health Information (PHI)
generally includes most past, present and future
treatment and payment information about a person
that is created or received by a covered entity and
sent or stored electronically. Electronic PHI also
identifies the person who is the subject of the
electronic PHI or provides a reasonable basis to do
0.

Facility is the physical premises and the interior
and exterior of abuilding.

Information System means an interconnected set
of information resources under the same direct
management control and that shares common
functionality. An information system normally
includes hardware, software, information, data,
applications, communications and people.

Malicious Softwar e is software that is designed to
damage or disrupt a system, such as a virus or a
worm.

Security Incident means the attempted or
successful unauthorized access, use, disclosure,
modification or destruction of information.
Security incident also includes interference with
system operations in an information system.

Workstation is an electronic computing device or
other device that performs similar functions, such
as a laptop or desktop computer. A workstation
also includes electronic media stored in its
immediate environment.

Accessing the Security Rule.

To review the Security Rule in its entirety, click
on http://law.honigman.com/practice/research.
asp?id=8, or http://law.honigman.com/practice/
research.asp?id=6
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Honigman Miller Schwartz and Cohn’s HIPAA Compliance Team

Honigman Mill er Schwartz and Cohn has assembled a HIPAA Compliance Tean, led by the attorneys listed below
from owr Hedth Care and Employee Benefits Departments, and has developed a number of tools to facilitate
compliance. We stand ready to help with any aspea of your compliance planning, from developing a compliance
chedlist to drafting or reviewing Notices of Privacy Practices, policies, contracts, forms and aher documents needed
under the Privacy Rule, and assessing legal requirements beyond the Privacy Rule (i.e., state law and other
requirements). We would be delighted to answer your questions or otherwise asist you and your coll eagues in this
important process.

Nicole Bogard 313465-7398 ndb@honigman.com
Michadl Friedman 313465-7388 mjf@hongman.com
LindaS. Ross 313465-7526 |sr@honigman.com

Valerie Rup 313465-7586 vsr@hornigman.com
Gregory R. Schermerhorn 313465-7638 gvs@horigman.com

Honigman Miller Schwartz and Cohn LLP is a general practice law firm headquartered in Detroit, with additional
offices in Bingham Farms and Lansing, Michigan. Honigman Miller’ s staff of more than 175attorneys and more than
300 support personnel serves thousands of clients regiondly, nationally and internationaly. Our hedth care
department includes the sixteen attorneys listed below who pradice heath care law on a full -time or substantialy full -
time basis, and a number of other attorneys who practice health care law part-time.

William M. Casstta Patrick LePine Chris Rosgnan
Zadhery A. Fryer Stuart M. Lockman Valerie Rup

Gerald M. Griffith Michael J. Philbrick Julie Schuetze
William O. Hochkammer CynthiaF. Reaves Margaret A. Shannon
Ann Hollenbeck Julie E. Robertson

Carey F. Kamowitz Linda S. Ross

Our employee benefits department includes the eight attorneys listed below who practice enployee benefits law on a
full-time basis.

Nicole Bogard Gregory R. Schermerhorn Brock E. Swartzle
Michael J. Friedman Rebeaca L. Sczepanski LisaB. Zimmer
Mary Jo Larson Sherill Siebert

For further information regarding any of the matters discussed in this newsletter, or a brochure that more specificdly
describes our practices in health care law or employee benefits law, please feel free to contact any of the dtorneys
listed above by cdling our Detroit office d (313) 4657000, ow Bingham Farms office & (248) 566-8300 ¢ our
Lansing officeat (517) 484-8282.

Honigman Miller Schwartz and Cohn's HIPAA Law Focus is intended to provide information bu not legal advice
regarding any particular situation. Any reader requiring legal advice regarding a specific situation should contact an
attorney. The hiring of alawyer is an important decision that should not be based solely uponadvertisements. Before
you cedde, ask us to send you free written information about our qualifications and experience. Honigman Mill er
Schwartz and Cohn also publishes news and client letters concerning antitrust, employee benefits, employment,
environmental and tax matters. If you would like further information regarding these pulications, please mntact Lee
Ann Jones at (313) 4657224, jones@hongman.com or visit the Honigman Miller Schwartz and Cohn website &
www.horigman.com
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